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~ Who We are

Founded in 2019 | Located at Hanover, Germany | 10 employees: Men and Women of Letters

I'T EXPERTS / CONSULTING

« Information Security
« Project Management
. Software Engineering
« |T Operations

RESEARCH & DEVELOPMENT

. Software Engineering
« Security Analyses & Proofs

Image Source: Midjourney
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O\ Quantum Tecﬂﬁ%? ogy Related Activities

“Preserve confidentiality, integrity and availability of data in the future”

. Quantum and Post-Quantum Security Integration

Quantum and Post-Quantum Security Migration

Project Management for Infrastructure Changes

Quantum Security Proofs and Validation

Image Source: iStock
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Today's Focus: Quantum and Post-Quantum Integration

GEFORDERT VOM Dieses Vorhaben wurde mit Mitteln des Bundes-

Bundesministerium ministeriums fir Bildung und Forschung unter dem
fir Bildung Forderkennzeichen 16KISQ108K geférdert. Die

und Forschung =
Verantwortung fiir den Inhalt dieser Veréffentlichung ® https:/quant-id.de/ o Al ~ Fraunhofer
liegt bei Quant-ID. g i 1PMS
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Quantum and Post-Quantum Integration to IAM Protocols

) “QRNG Entropy and Post-Quantum Security for globally used IAM Protocols”

FACTS

« Usage of cloud infrastructures = web protocols for Identity Access
Management (IAM)

« Most cyber attacks are based on some identity misusage (PAs and
NPASs)

« Infrastructure providers implement Information Security
Management Systems to maintain digital security (ISMS)

« |AM protocol designers and analysts continuously assess protocol

design and implementations to maintain security e Sourc ooy
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Plan, Do, Check, Act

INFRASTRUCTURE PROVIDERS
REGULATED ORGANISATIONS

Governance, Operations, Auditing

« Account Management (PAs and NPAs)
« Authentication and Authorization
« Secure Configuration

« Connectivity

. Patch Management

. Malware Resilience

. Lifecycle Management

« Cryptography

« Vulnerability Scans

« Penetration Tests

« Red and Blue Teaming

« Security Event Monitoring

. Threat Intelligence

« Change Management

« DDoS and APT Resilience

« 3" Party Security

10/08/23

ACT PLAN

Identify Your
Problems

Implement the
Best Solution

DO

Test Potential
Solutions

image source: https:/www.mindtools.com/

xb@guant-x-sec.com

|IAM PROTOCOL DESIGNERS
AND ANALYSTS

E. g. OAuth History

« OAuth Core 1.0 release: 4 Dec 2007
o OAuth 1.0 RFC 5849: April 2010
« OAuth 2.0 RFC 6749: Oct 2012

Global OAuth security experts
continuously engage in

. Research

. Working groups for new protocols in the
protocol family (incl. OpenlD Connect)

. RFC updates and design

« Threat modeling

o Formal analyses

. Implementation checks

« Vulnerability assessments
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Yearly Workshops

C Q & https

oauth.secworkshop.events/osw2023

B 1% Ty

®

10/08/23

OAuth Security Workshop

OQAuth Security Workshop

POES3

London/United Kingdom

Located at the gates of the UK's capital, not far from London's largest airport Heathrow, at Royal Holloway,
University of London in Egham.

The three-day event is hosted by Royal Holloway's Information Security Group and takes place from August 22 to
August 24, 2023.

The event will not be a hybrid event. On-site participation is required.

Accommodation will be provided at the University, see below for details.

xb@quant-x-sec.com

#osw8

Contact us

OSW 2023 v




Yearly OAuth Security Workshops

PRESENTATIONS

Why the trust model of OIDC is broken
Full disclosure: behind the scenes of SD-JWT (selective disclosure - JSON Web Token)
Defending Against Cross-Device Consent Phishing Attacks
Formal Analysis of FAPI 2.0 and the OAuth Device Authorization Grant
Beyond Scopes: RAR in the Real World
How to build interoperable decentralized identity systems with OpenlID for Verifiable Credentials
OAuth 2.1
High-security & interoperable OAuth 2: What’s the latest?
A Key Is Not Enough: OpenlD Connect Federation 1.0
Formal Verification of the Cedar Policy Language
Programming Engineers: How Standards Shape the Way We Work
Identity Theft using In-Browser Communications in Dual-Window Single Sign-On
OAuth 2.0 Redirect URI Validation Falls Short, Literally
What should a secure standards framework for Machine Identities look like?

Looking forward to international Quantum security workshops on
established and new Quantum security standards!

10/08/23 xb@quant-x-sec.com
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Thank you!
Questions?

https:/quant-x-sec.com | xb@quant-x-sec.com
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