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Quantum and Post-Quantum Security Integration and Migration
A Glimpse into the Future of Enhanced Infrastructure Complexity
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● Quantum and Post-Quantum Security Integration
● Quantum and Post-Quantum Security Migration
● Project Management for Infrastructure Changes
● Quantum Security Proofs and Validation

Quantum Technology Related Activities

“Preserve confidentiality, integrity and availability of 
data in the future” 
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R&D - Quantum and Post-Quantum Integration
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Quantum and Post-Quantum Security Migration
Impact on Information Security Management
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Attacks on Regular SSH Port of a VM in the Internet
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Information Security Management

ISMS (Information Security Management System)
“A set of procedures and rules in an organization for the implementation and maintenance of information security.”
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Information Security Management

ISMS (Information Security Management System)
“A set of procedures and rules in an organization for the implementation and  maintenance of information security.”
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Information Security Management Controls

ISMS (Information Security Management System)
“A set of procedures and rules in an organization for the implementation and  maintenance of information security.”

Control
“Measure or procedure to reduce risk on information security”
A control can be of organizational, operational, legal, physical, etc. nature. 
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Information Security Management – PDCA Cycle

ISMS (Information Security 
Management System)
“A set of procedures and rules in an 
organization for the implementation 
and maintenance of information 
security.”

Control
“Measure or procedure to reduce risk 
on information security”
A control can be of organizational, 
operational, legal, physical, etc. 
nature. 

Control Categories
 Configuration Management ...
 Information Risk Management ...
 Identity Access Management

 Account Management (PAs and NPAs)
 Authentication
 Authorization (Permission Management)

 Platform Security
 System Configuration
 Connectivity and Networks (incl. Cryptography)
 Patch Management
 Lifecycle Management
 Malware Resilience

 Security Monitoring
 Vulnerability Scans
 Penetration Tests
 Red and Blue Teaming
 Security Event Monitoring
 Threat Intelligence

 Cybercrime Resilience
 DDoS and APT Analyses and Testing
 Emergency Response Processes

 Change Management …
 Operational Resilience …
 3rd Party Security ...

Information Security Maintenance
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Information Security Management Dimensions

PDCA for a Control
 Configuration Management
 Information Risk Management ...
 Identity Access Management

 Account Management
 Authentication
 Authorization (Permission Management)

 Platform Security
 System Configuration
 Connectivity and Networks (incl. Cryptography)
 Patch Management
 Lifecycle Management
 Malware Resilience

 Security Monitoring
 Vulnerability Scans
 Penetration Tests
 Red and Blue Teaming
 Security Event Monitoring
 Threat Intelligence

 Cybercrime Resilience
 DDoS and APT Analyses and Testing
 Emergency Response Processes

 Change Management …
 Operational Resilience …
 3rd Party Security ...
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Information Security Management Dimensions

PDCA on a Control
 Configuration Management
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 Identity Access Management
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# of systems

Inventory of configuration items (CMDB)
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Information Security Management Dimensions

PDCA on a Control
 Configuration Management
 Information Risk Management ...
 Identity Access Management

 Account Management
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# of systems

Reduce complexity by considering system and 
technology categories instead of each system 

and technology by itself
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Information Security Management Dimensions

PDCA on a Control
 Configuration Management
 Information Risk Management ...
 Identity Access Management

 Account Management
 Authentication
 Authorization (Permission Management)

 Platform Security
 System Configuration
 Connectivity and Networks (incl. Cryptography)
 Patch Management
 Lifecycle Management
 Malware Resilience

 Security Monitoring
 Vulnerability Scans
 Penetration Tests
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 Security Event Monitoring
 Threat Intelligence

 Cybercrime Resilience
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 Emergency Response Processes

 Change Management …
 Operational Resilience …
 3rd Party Security ...

# of systems

1) Dependencies between controls
2) Multipliers

a) # of systems
b) # of system components per 

system
c) # of involved experts

3) Complexity
a) variety of used technologies
b) variety of needed expertise
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Quantum technologies will enhance the complexity of our digital 
infrastructures, their operations and the related ISMS. We should be 

aware of this fact while preparing integration and migration.

Thank you!
Questions?

https://quant-x-sec.com | xb@quant-x-sec.com
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